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ABSTRACT

The development of the digital economy has brought significant changes in the legal
regulations governing digital transactions. Regulations in Indonesia, such as the
Electronic Information and Transactions Law (UU ITE) and the Personal Data Protection
Law (UU PDP), still face obstacles in implementing and harmonizing with global
standards. Therefore, this study examines the legal challenges in the digital economy and
solutions to improve legal certainty for digital business actors in Indonesia. This research
uses a normative legal method with a statute, case, and conceptual approach. Analysis
was conducted on relevant laws and case studies. The study results indicate that existing
regulations are still reactive and not fully adaptive to technological developments,
creating legal uncertainty that can hinder innovation and investment in the digital sector.
In addition, low public awareness of regulations also contributes to legal problems in
digital transactions. The conclusion of this study emphasizes the need for comprehensive
legal reform to adjust digital economic regulations to the dynamics of technological
developments. Harmonizing regulations, strengthening personal data protection, and
increasing the capacity of law enforcement officers are important steps to create a safe
and sustainable digital ecosystem. The regulations must be responsive to digital
innovation and provide legal certainty for all stakeholders.

Keywords: digital economy regulation, legal certainty, personal data protection, digital
transactions, technology law

INTRODUCTION

The development of the digital economy in recent decades has brought significant
changes to various aspects of life, including the business sector, finance, and economic
transactions in general (Tapscott, 2016). Technological advances have given birth to
various digital platforms that allow transactions to occur faster, more efficiently, and
without geographical boundaries (Schwab, 2017). However, behind this progress are
various legal and regulatory challenges that the government and other stakeholders must
face (Lessig, 2006). Regulations that have not been fully able to accommodate the
dynamics of technology have given rise to various problems, such as consumer protection
(Panjaitan, H., et al, 2020). Consumer protection in digital transactions in Medan. In IOP
Conference Series: Earth and Environmental Science, the validity of digital transactions
(Hidayat, 2019), and legal certainty for business actors in the digital realm (Susanto,
2021).

Indonesia, as one of the countries with rapid digital economic growth, also faces
similar challenges (Dudhat, 2023). Regulations related to the digital economy continue
to develop, along with increasing technology adoption in various sectors (World Bank,
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2021). The Electronic Information and Transactions Law (UU ITE) is one of the principal
regulations governing digital economic activities, but its implementation still faces
various obstacles (Ilmih, 2020). Personal data protection (Kurniawan, 2024), digital tax
(Setiawan, 2022), and the validity of electronic agreements are still issues that are often
debated in the legal framework in Indonesia (Wicaksono, 2021). In this context, a more
in-depth study of regulatory challenges in the digital economy is becoming increasingly
important to ensure that the law can keep up with the times without hindering innovation
(Yunus, 2022).

One of the main issues is how Indonesian legal policies regulate digital economic
transactions (Nugraha, 2021). As the number of digital transactions increases, various
challenges arise, ranging from law enforcement against digital transaction violations to
supervision of digital business actors across countries (Santoso, E., 2022). In addition,
regulatory challenges include consumer protection from non-transparent business
practices (Siregar, 2021) and legal uncertainty, which is often an obstacle for business
actors in running digital businesses (Wijaya, 2023).

This study will further answer several main questions to understand the digital
economy's regulatory challenges. What legal policies currently regulate the digital
economy in Indonesia? What are the main obstacles to implementing these regulations?
Moreover, what legal strategies can be applied to overcome these challenges? The
answers to these questions are expected to provide a deeper understanding of digital
economic regulations and recommendations that the government and other stakeholders
can implement (Santoso, 2023).

This study aims to analyze the legal policies applicable to Indonesia's digital
economy, identify the challenges faced in implementing the law, and formulate legal
strategies to overcome regulatory constraints in the digital economy (Capobianco, 2018).
Thus, the results of this study can serve as a reference for policymakers in formulating
regulations that are more effective and adaptive to technological developments (Siagian,
2024).

From an academic perspective, this study contributes to developing legal literature
on the digital economy by discussing regulatory aspects that are still being debated
(Ramadhani, S. N,, et al, 2024). This study can also provide new insights for students,
academics, and legal practitioners in understanding the dynamics of law in the digital era
(Haryono, 2023). Meanwhile, from a practical perspective, this study is expected to
provide recommendations that can be applied by policy makers, regulators, and business
actors in understanding and adapting to increasingly developing digital economic
regulations (Suryadi, 2023).

Although many studies have discussed digital economy regulation, this study
highlights the gap in formulating effective and adaptive policies to technological
developments (Rumata, 2018). Until now, there has been debate about how regulations
can remain flexible in accommodating innovation without hindering the growth of the
digital economy (Saryo, 2023). By highlighting regulatory challenges and comparing
regulatory practices in other countries, this study is expected to provide a broader
perspective in formulating more inclusive and adaptive digital economy policies in
Indonesia (Arifin, 2023).
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METHOD

This study uses a normative legal method, which focuses on analyzing applicable
legal norms related to digital economic regulations in Indonesia. The method was chosen
because it examines the legal aspects of regulatory challenges in the digital economy by
examining relevant laws and legal doctrines.

This study's legal sources consist of primary, secondary, and tertiary legal sources.
Primary legal sources include relevant laws and regulations, such as the Electronic
Information and Transactions Law (UU ITE), personal data protection regulations, and
various other laws and regulations related to the digital economy. Secondary legal
sources include legal literature, scientific journals, and previous research results
discussing aspects of digital economic regulation. Meanwhile, tertiary legal sources
include legal dictionaries, legal encyclopedias, and other supporting documents that can
further understand the legal concepts used in this study.

The approach used in this research includes the statutes approach, the case
approach, and the conceptual approach. Statute approach The approach is carried out by
reviewing the laws and regulations governing the digital economy in Indonesia and
identifying any legal inconsistencies or gaps that may occur. The Case study approach is
used to analyze legal cases related to the digital economy to understand how the
regulation is applied in practice. Meanwhile, a conceptual approach is used to examine
legal concepts related to digital economic regulation to provide a strong theoretical basis
for this research.

This study uses descriptive-qualitative analysis, which examines laws and
regulations and interprets applicable legal norms. This analysis aims to understand how
existing regulations are applied in practice and identify weaknesses in Indonesia's legal
system related to the digital economy. Using this technique, the study is expected to
provide more comprehensive recommendations for developing legal policies in the
digital economy sector.

With this normative legal approach, the research is expected to contribute to
understanding the legal challenges in the digital economy and provide recommendations
that regulators can use to formulate policies more adaptive to technological
developments. In addition, it is expected to be a reference for academics and legal
practitioners who want to understand the dynamics of digital economic regulation in
Indonesia.

RESULTS AND DISCUSSION

The findings of this study highlight the persistent legal and regulatory challenges
faced by Indonesia in the digital economy era. Several key aspects remain problematic,
including consumer protection in digital transactions, the validity of electronic
agreements, and legal certainty for digital-based business actors. Based on the analysis,
it was discovered that existing regulations have yet to accommodate the rapid
technological advancements shaping the digital economy fully. While the Electronic
Information and Transactions Law (UU ITE) and other related legal frameworks provide
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a fundamental basis for digital economic activities, their implementation continues to
encounter significant obstacles.

One of the primary findings is the misalignment between current regulations and
the evolving needs of the digital industry, leading to legal uncertainty that may hinder
innovation and economic growth. The study also underscores challenges in the digital
taxation sector, particularly concerning global technology companies operating in
Indonesia without a physical presence. The lack of a well-defined tax framework for these
entities creates disparities in the taxation system, potentially resulting in revenue losses
for the government.

Another crucial finding is the low public awareness regarding regulatory provisions
governing digital transactions. This gap in awareness exacerbates the risk of consumer
rights violations within the digital ecosystem. Many users engage in online transactions
without fully understanding their rights and obligations, further emphasizing the
necessity for enhanced public education and legal literacy programs. Furthermore,
disparities in access to digital legal resources among urban and rural populations have
also contributed to inconsistencies in compliance with existing laws.

Relevance to Legal Theory

From a theoretical standpoint, the study's results are closely associated with the
theory of legal certainty, which asserts that the law must provide clarity and protection
for all parties involved in digital economic transactions. The inconsistencies between
current regulations and the dynamic nature of digital economic practices indicate that
Indonesia's legal framework remains reactive mainly rather than proactively adaptive to
technological developments.

Furthermore, the study aligns with progressive legal theory, which advocates for
the law's ability to evolve alongside societal and technological changes rather than
becoming an impediment to progress. A more flexible and forward-thinking legal
approach is necessary to ensure that regulations facilitate, rather than hinder, the growth
of the digital economy. Adopting adaptable legal frameworks that accommodate
technological innovations will be crucial in fostering a conducive regulatory environment
for digital businesses and consumers.

Legal pluralism also influences Indonesia’s digital economy laws. Overlapped
regulations from various government agencies create inconsistencies, creating
regulatory confusion among businesses and consumers. This highlights the need for an
integrated, unified regulatory framework aligning with national and international legal
principles.

Comparison with Applicable Regulations

A comparative analysis of Indonesia’s regulatory landscape with international
standards reveals a significant gap between established regulations and practical legal
needs. For instance, while the UU ITE governs electronic transactions, enacting the
Personal Data Protection Law (UU PDP) marks a step forward in strengthening data
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protection measures. However, challenges persist in its implementation, including the
readiness of legal infrastructure, the compliance of digital business actors, and law
enforcement in cases of data breaches.

In comparison, countries such as the European Union have implemented more
comprehensive regulations, such as the General Data Protection Regulation (GDPR),
which sets a global benchmark for data privacy and security. Although Indonesia’s
regulatory framework is progressing, it requires further refinement to align with
international best practices. Similarly, digital taxation remains an unresolved issue in
Indonesia, whereas developed nations have established more precise and structured
mechanisms for taxing multinational digital corporations.

Specific regulations, such as the California Consumer Privacy Act (CCPA), provide a
model for protecting consumer rights in digital transactions in countries like the United
States. Indonesia could adopt similar provisions, ensuring a balance between fostering
innovation and maintaining consumer trust in the digital marketplace.

Legal Implications of Research Results

The findings of this study carry significant legal implications for various
stakeholders, including the government, businesses, and the general public. The
prevailing regulatory uncertainty may deter investment in Indonesia’s digital economy
sector, reduce consumer confidence, and increase transactional risks for digital
businesses.

Comprehensive legal reform is imperative to address these concerns. Such reforms
should encompass drafting more specific regulations on digital transactions,
strengthening law enforcement mechanisms, and improving intergovernmental
coordination in regulating the digital sector. Establishing a legal framework that balances
innovation with protection is critical to ensuring sustainable digital economic
development.

Additionally, businesses operating in the digital sphere must proactively comply
with existing legal provisions to mitigate potential risks. The government, in turn, must
enhance monitoring and enforcement mechanisms to ensure compliance and deter
regulatory violations. These efforts will contribute to developing a regulatory
environment that fosters innovation while upholding legal protections for all
stakeholders in the digital economy.

Another significant implication is the need for a more robust dispute resolution
mechanism. The increasing number of cross-border digital transactions necessitates a
legal framework that supports efficient resolution of disputes involving international
parties. Establishing digital dispute resolution platforms and alternative legal
mechanisms can enhance business trust in Indonesia’s digital market.
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Recommendations for Strengthening Regulation

Given the study’s findings, several key recommendations are proposed to enhance
Indonesia’s regulatory framework in the digital economy sector:

e Strengthening Personal Data Protection Policies: Personal data policies should be
further improved to align more closely with international standards, ensuring
adequate protection for user data and privacy.

e Enhancing Digital Taxation Mechanisms: The government should draft more
precise and comprehensive regulations concerning digital taxation to establish
fairness in the tax system for local and international digital businesses operating
in Indonesia.

e Improving Law Enforcement Capacity: Training and capacity-building initiatives
for law enforcement officers should be intensified to enable them to effectively
handle legal cases related to the digital economy.

e Increasing Public Digital Literacy: Educational campaigns should be launched to
enhance public awareness of their rights and obligations in digital transactions,
thereby minimizing the risk of exploitation and fraud.

e Developing a Unified Legal Framework: Streamlining regulations from multiple
agencies into a single, cohesive framework can reduce confusion and improve
compliance among digital business actors.

e (reating Digital Dispute Resolution Mechanisms: Establishing specialized legal
platforms for resolving online transaction disputes can improve legal accessibility
and ensure timely resolutions.

Encouraging International Collaboration: Indonesia should actively engage with
global regulatory bodies to harmonize its digital economy laws with international best
practices, facilitating cross-border trade and investment.

By implementing these measures, Indonesia can develop a more robust legal
framework that supports the growth of its digital economy while ensuring legal certainty
and protection for all parties involved. Strengthening regulations and their enforcement
will help Indonesia position itself as a competitive and secure digital economy globally.

CONCLUSION

This study concludes that the regulatory framework governing Indonesia’s digital
economy remains inadequate in addressing the dynamic challenges posed by
technological advancements. The key findings indicate that gaps persist in consumer
protection, electronic agreements' validity, global technology firms' taxation, and
personal data security. The study also reveals that legal uncertainty hinders innovation
and investment, necessitating reforms that align national regulations with international
standards. Furthermore, the lack of public awareness and digital literacy exacerbates
compliance issues, increasing the risk of consumer rights violations.

Indonesia must adopt a more adaptive and progressive legal framework to ensure
legal certainty and foster economic growth. Strengthening digital transaction regulations,
enhancing enforcement mechanisms, increasing public awareness, and fostering
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international legal harmonization are crucial steps toward regulatory improvement. By
implementing these reforms, Indonesia can position itself as a leading digital economy
while ensuring legal protections for all stakeholders in the digital ecosystem.
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